
GATEWALL

DNS FILTER
Filtering traffic by DSN requests



Å Over 90% of viruses infect your machine via the Internet

Å The number of infected websites keeps growing

Å The number of new websites grows exponentially

SECURITY ISSUES

The growing popularity of social network brought new types of fraud 

designed to obtain t a victimõs personal information.

It is often difficult to distinguish a phishing website from a normal site.
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Blocking websites that contain phishing links, Trojans, keyloggers, 

botnets and malicious software

ÅSome 100,000 

new websites are 

added daily

ÅInformation on 

malware websites 

comes from multiple 

sources

Known malware websites Poor reputation websites



DYNAMIC APPROACH BENEFITS

PORN SITE CREATION EXAMPLE:

1. Create a website about butterflies

2. Classify the website as an educational page about animals (dynamics 
and statics)

3. Replace content with pornography

4. With static approach, the site will be categorized as a site about animals
5. With dynamic approach, its category will be changed to Porno

DYNAMIC APPROACH

ÅSome 100,000 websites get modified 

every day

ÅInformation on malware websites 

comes from multiple sources

ÅDatabase contains around 500 million 

websites

ÅDatabase is kept constantly updated

STATIC APPROACH

ÅCategory updates are rare

ÅAs a rule, the update process is 

launched manually



Å 24% of the sites that office employees visit are social network sites

Å Around 55% of website requests are not related to their work

Å The main goal of a social network is to make a user spends as much time 

as possible on the website

EMPLOYEE EFFICIENCY

HOWEVER, such primitive restrictions as keyword blocking or black and 

white lists may have a negative effect on employeesõ performance.

Companies with 20 to 100 employees show the highest percentage of 

unwarranted Internet usage.



ÅUses SaaS model (Software-as-a-Service)

ÅFilters websites (500 mln URL database)

ÅProtects from malicious software

ÅGenerates Internet usage reports and statistics

ÅInternet usage monitoring

ÅIncreased Internet security

ÅLess unwanted traffic

ÅBetter employee performance

GATEWALL DNS FILTER ïTHE SOLUTION



ARCHITECTURE



HOW DOES IT WORK?

ÅDenial by categories (82 categories with 500 mln websites)

ÅBlack and white lists

ÅWhite list inclusion request web-form

ÅWebsite category modification request web-form

ÅAdvanced fail-safety

ÅWeb statistics (reports)



BLOCKING URL CATEGORIES

An administrator may easily configure the application to block 
sites belonging to the following categories:

ÅPorn sites

ÅMalware websites

ÅOnline gambling sites

ÅProxy servers and anonymizers

ÅSocial networks

ÅTorrents and P2P networks

ÅGaming and entertainment 
portals



CUSTOMIZABLE BLACK AND WHITE LISTS

Some websites are blocked 

regardless of other network 

settings

White lists guarantee access 

to certain websites


