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Introduction

KinderGate Parental Control is a tool that allows parents to control how their children
use Internet resources. The product features URL filtering, website category filtering
and Internet access schedules. The program has a user-friendly interface and
provides online statistics in graphs and charts.

System Requirements

Recommended system requirements for KinderGate Parental Control include a
Windows XP/Vista/Windows 7 PC with a broadband or Dial-Up Internet connection.
The program needs at least 512 MB RAM and 20 MB free disk space to run properly.
Free disk space requirements generally depend on how long KinderGate Parental
Control has been collecting statistics in its own database.

KinderGate Parental Control Installation

To install KinderGate Parental Control, run the installer when you are in a user profile
with administrator rights. Installation Wizard will complete all the required actions,
such as unpack the files, create an additional system service for KinderGate Parental
Control and install two extra drivers. Current network connections will be terminated
after installation of a network driver. KinderGate Parental Control will launch
automatically upon installation. No system reboot is required.

KinderGate Parental Control will be installed by default to folder %Program
Files%\Entensys\KinderGate (further referred to as %KinderGate%). KinderGate
Parental Control configuration files (ugpc.xml) and statistics database file (ugpc.fdb)
are placed in the same folder. Configuration file can only be modified from
KinderGate Parental Control Administrator Console. Application files are protected by
the application’s integrated file system driver.

Setting administrator password is an important step in the installation process. The
password you set will be used to establish connection between the Administrator
Console and KinderGate Parental Control service. Besides, you will be prompted for
the password if you decide to uninstall the application. You can set the filtering level
on the Settings page, and it may be later changed from Administrator Console.

KinderGate Parental Control Update and Removal

To check for KinderGate Parental Control updates, click the “Check for Updates”
button on “About” page in the Administrator Console. This will match the number of
your installed version against the number of the latest version available on the
vendor’'s website. Checking for application updates will not automatically start the
update process — it is only designed to advise an administrator of a new version’s
release.

KinderGate Parental Control Registration

When you first start the Administrator Console, the activation process will launch
automatically. The activation wizard will help you obtain a demo or a full license key
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for your KinderGate Parental Control. The key request is sent to the vendor website
(http://'www.entensys.com) via the Internet over HTTPS protocol. This protocol must
be enabled in your network settings to allow proper activation.

A temporary 30-day license key will be generated when you request a demo key.
KinderGate Parental Control will stop filtering traffic after the demo key expires.

If you are requesting a full license key, the activation wizard will prompt you for a
special pin code given to you with the program.

When activating the program, an administrator will also be prompted for a random
registration name, some personal data and an Email address that will be used to
send a new password to if the original KinderGate Parental Control password is lost.

KinderGate Parental Control Access Management

You may use KinderGate Parental Control to restrict or deny access to potentially
dangerous or unwanted Internet resources. The Entensys URL Filtering solution
integrated into the KinderGate product supports multiple filtering methods.

@ KinderGate Parental Control

KinderGate dll =z < [i]

Parental Cartrol Statistics Fules Settings About

™ Site Categories
2 Addresses

#, £
S Content Filkering e amnple. conm

*examplez®

GB Address Restrictions

@ Time Restrictions

ég Advanced Rules

Stop Filters o add new address # Edic ¥ Remove

Website Category Filtering

Select one of the preset filtering levels on the “Rules” page of KinderGate Parental
Control console for easier administration. Each level will automatically deny access to
preset website categories. You may disable category filtering if necessary.
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The browser window will display a KinderGate Parental Control message every time
access to a website of a particular category is blocked.

@ KinderGate Parental Control

KinderGate dll ] < [i]

Farental Cortrol Statistics Fules Setiings About

9 Site Categories
< addresses

*, *
? Content Filkering example, com

*examplez*

@ Address Restrictions

@ Time Restrictions

59 advanced Rules

Stop Filkers o ndd new address # Edi ¥ Remove

Address Filtering

In addition to category filtering, KinderGate Parental Control offers the address
filtering feature. Banned addresses need to be listed on the “Address Restrictions”
page of KinderGate Parental Control console. Each address may contain a special
character (i.e., * stands for random set of characters) at the beginning or the end of
the line. Special characters inside the address line are not supported.

The browser window will display a KinderGate Parental Control message every time
access to a website with address restriction is blocked.
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@ KinderGate Parental Control

KinderGate dll =z < [i]

Parental Conteal Statistics Fules Settings About

B She gnteudtins ) Unrestricted

Mo time restrictions
O Day Access

2t atcess s allowsad betiveen [09:;00 and |15:00 hiowrs

@ Custom Restrictions
01235456 7 8 8 10111213 14151617 18 19 20 21 22 25 24

(U (BRI

S Content Filkering

® Address Restrictions

@ Time Restrictions

559 Advanced Rules

Left mouse click ." to set denied time Right mouse click. a to set allowed time

Stop Filters

Internet Access Schedule

With KinderGate Parental Control, you may create Internet access schedules. By
default, Internet access is allowed at all times, but you may select one of the
available restriction options (“Day Schedule” or “Random Schedule”) on the
“Scheduled Restrictions” page. The first option is used to set the exact time when
Internet access is allowed each day. The second option allows setting random time
periods on random days of the week.

The length of online sessions is not monitored and, therefore, not subject to
restrictions.
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@ KinderGate Parental Control

KinderGate dll =z < [i]

Parental Cartrol Statistics Fules Settings About

79 Site Cateqgories e . -
B [d Disable video content downloading
The Following content-types will be blocked:

S Content Filkering .mpeq, .avi, flv, etc

@ nddress Restrictions [d Disable audio content downloading
The Following content-types will be blocked:
@ Time Restrictions NP3, way, oogg, ek,

[ Disable images downloading
The fallowing conkent-types will be blocked:
£§9 Advanced Rules prig, .gif, .jpa, etc.

[ Disable documents downloading

The following content-types will be blocked:
Jdoc, s, JExt, et

[ | Disable archives & executables downloading

The following content-types will be-blocked:
2P, rar, cexe, ek,

Stop Filters

Content Filtering
You may select one or more preset content download modes on the “Content
Restrictions” page.

You can also configure the program to deny downloads of media files, executable
files, archives and documents on the same page.
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@ KinderGate Parental Control

KinderGate

Parental Cortral
Site Categories
? Caonkent Filkering
® Address Restrictions

@ Time Restrictions

59 Advanced Rules

Stop Filters

il =l <
Statistics Fules Settings

Rule Mame Action Protocols Tirnie Content Filker

B test1 Connection: POP3 TimesCond  MoContentFilkers
Close SMTP

= test 2 Connection: Al protocols Mo Time Mo Categories
Close

o add new rule # Edic M Remove

[i]

About

Advanced Filtering Rules

In addition to preset filtering modes, KinderGate Parental Control offers advanced
filtering features. You may create advanced filtering rules on the “Advanced Rules”

page of KinderGate Parental Control console.

See the examples of advanced filtering rules in the Appendix.

' KinderGate

Parental Comtrol

KinderGate rmessage:

http:f fgoogle.comy

Linblock

This URL address is forbidden by adrinistratar,

Cancel Access Denial

If a user is trying to access a restricted resource, a KinderGate Parental Control
message will appear in the browser window. You may allow access to such a
resource by clicking the appropriate link in the browser window.
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This will open a pop-up window where you will be prompted to enter KinderGate
Parental Control administrator password and indicate the length of time to disable
filtering.

Disable Filters

Disable all filkers Far 15 w [ min

Please confirm changes by password

L 0] 4 ][ Cancel ]

Caution! With this mode on, KinderGate Parental Control disables all filtering
features. The program will not cancel access restriction only for a specific resource.

@ KinderGate Parental Control

. ™=
KinderGate dll & & [i]
Farental Control Statistics Rules Setiings About
The most visited categories Today | Lastwesk | Lastmonth | Period from 2010/5/17 to 2010/5(17

The most visited sites

Last blocked requests B Internet Portals

[ Business and Econony

B Computer and Internet Info
I Local Information

M shopping

B Mews and Media

B ‘Web Advertisements

B Personal sites and Blags
[ Search Engines

[ web based email

Traffic diagramm

Detailed statistics

Shioia records %

KinderGate Parental Control Statistics

KinderGate Parental Control has an integrated statistics database where it records
Internet access statistics, visited website addresses, incoming and outgoing traffic,
website categories and access denial statistics. The statistics database is contained
in an ugpc.fdb file located in %KinderGate% folder.

Statistics are shown in the KinderGate Parental Control Administrator Console on the
Statistics page. Graphic representation is supported for the following statistics data:
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Most popular website categories
Most popular websites
Traffic graph

@ KinderGate Parental Control

KinderGate dll z <

Parental Conteal Statistics Rules Settings About

The mast visited categories Today | Lastweek | Lastmaonth | Period from 2010/5/17 o 2010/5/17

The most visibed sites

Last blocked requests
= B vt amikara

[ img.lenta.ru

B8 harne. acaden.org
I wyaw, kns-counter.ru
B |.yimg.com

B pics.ukro.ru

B yabs. vandesx.ru

B adZ.rambler.ru

[ counter.rambler.ru
[ counter.yadro.ru

Traffic diagramm

Detailed statistics

11.5%

Shioia records ?.

@ KinderGate Parental Control

KinderGate dll z < [i]

Parental Conteal Statistics Rules Settings About
The mast visited categories Today | Lastwesk | Lastmonth | Period From 2010/5/17 ko 2010/5(17
The most visibed sites ME
4.5

Last blacked requests B Icoming braffc
B Sukgoing traffic
Traffic diagramm 3.8 |

Detailed statistics | [

R L e L e
0000 0400 0200 1200 1600 20m00 e
02:00  0Bi00  10:00 100 1300 2200

Access denial and detailed statistics are presented in charts.
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Password Recovery

The password assigned during installation will be required to establish connection
between the Administrator Console and KinderGate Parental Control service. If for
any reason you are unable to enter the correct password, type in a random password
in the console. In this case, when you try to connect, the program will display a
password recovery link. Click on the link.

@ KinderGate Parental Control

@ KinderGate Parental Control

KinderGate dll B < [i]

Parental Corrtrol Etatistics Fules Settings About

Change master password [

Input new password:  |eesess

Confirm new password: | sesess

# Change ¥ Cancel

www.entensys.com
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A new password will be sent to the Email address you specified during activation.
Each new password is a randomly generated set of characters. You may change the
new password on the “Settings” page of KinderGate Parental Control console.

Appendix

This Appendix contains examples of creating advanced filtering rules in KinderGate
Parental Control. The examples cover some of the most popular restrictions.

ICQ client denial

o fasnon
‘ Derey 10 ‘ . .

Logic bype Hink
|Match any conditian 3 | Under the specified conditions
the rule will close network
Hink canneckions,

Rule Action Hint

Previous Mesxk ] [ Cancel
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Rule: Time ['X |
o 0. Bnann
Dery 100 ‘

1 2 3458 7 89 WNIAZIZINIBIeITIEM0 23

Manday
THesday
IWedhesday
Tharsday
Friclay
Saturday
Sunday

Time of Week a L

In allocating time the left mouse button Dake
rules works in a given kime of day.

Unselect can right-click, ¥ou can also

separately specify the holidays.

[ oK l [ Previous ]l Next [ Cancel ]

Rule narne n n HIE'

‘ Dierry IC0) ‘

Select protocols T T Hink:

LLLLLL

] HTTP Rule can be applied either to all protocols or to the
[ FTe selected protocols only,

] pop3
] swTp
] Ha3z3
O ste
CrTP
(]
] wm=a
[ msm
[] 1aBEER.
[] wImss
] MaILRLU

O rc

[0]4 l [ Previous ek

You may use the same method to deny access over other protocols, including FTP,
HTTP, POP3, SMTP, SIP, H.323, MRA (Mail-agent), MSN, Jabber, etc.
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Social networks access denial

Rule: General r>_<|

e BT 1T

‘ Derny social network, ‘

Logic bype Hink

IUnder the specified conditions
the rule will dose network
Hink connections,

Rule Action Hint

Match any condition w |

Presvious [ ek ] [ Cancel ]

Rule: Site Categories f'>_<|

e non - oo

‘ Deny social network, ‘

Input URL ko check category Seleck undesirable sites categories - | &
| My SPace, com | Social Metwark,
[ urknown
[ Check address ] [ Real Estate
Social Network |:| Camputer and Inkernet Security

[] Financial Services

|:| Business and Economey

[] computer and Inkernet Info
|:| Auctions

[ shopping

[ cult and oceule

[ Travel

[ abused Drugs

[ adult and Pornographey

£ |

|~

e ] [ Setup exclusions ]

[ Ok, l [ Previous H ek ] [ Cancel
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Hide pictures on a specific website

Rule name

‘ Block pictures on site

Logic bype

Hink:

Hink:

Maktch all condikions

Rule Action Hint

connections,

Hl -] s

IUnder the specified conditions
the rule will dose network

Presvious [ ek ] [ Cancel ]

Rule narme

‘ Block pictures on site

A - oan

Input URL or IP to check blocking criteria URLs kst g P
| | Address
[ Check address ]
Removs filters ] [ Setup exclusions ]
[ [a]4 l [ Prewvious ] [ Mk ] [ Cancel
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Deny Web-mail category and allow access to
exception

mail.yahoo.com as an

WWw.entensys.com

17



WWw.entensys.com

18



