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Introduction 

GateWall Antispam is a powerful mail gateway solution with integrated spam filtering 

and antivirus modules. In addition to filtering, GateWall Antispam features message 

backup, rules-based message processing and ñautomatic reply.ò The product is built 

from multiple modules, which makes it more failsafe and allows running the server on 

a distributed system. GateWall Antispam supports all the leading spam filtering 

technologies and features Cloud Antispam and Bayesian statistical spam filtering 

solution designed by Entensys. 

System Requirements 

We recommend installing GateWall Antispam on servers running MS Windows 

XP/2003/Vista/7/2008 with a live Internet connection. The minimum recommended 

RAM is 512 MB for systems running Windows XP and 1 GB for servers with Windows 

Vista or later versions. Free disk space requirements are subject to the message 

backup file size requirements. The application will need some 40 MB of free disk 

space for installation. 

GateWall Antispam Installation and Removal 

To install GateWall Antispam, run the setup file and follow the installation wizard's 

instructions. The installation wizard will prompt you to specify the GateWall Antispam 

administratorôs log-in, password and Email address and select network interfaces for 

SMTP, HTTP and HTTPS servers. By default, GateWall Antispamôs network services 

monitor all network interfaces available to the server. GateWall Antispam will install 

all the required components automatically and launch the services immediately upon 

installation. The default installation folder is ñ%Program files%\Entensys\CSEò 

(further referred to as %GWA%). 

Before you install the application, make sure the required server ports (TCP 25, TCP 

80 and TCP 443) are not assigned to other applications or services and connection 

to the port is allowed by the firewall. GateWall Antispam server is administered from 

a web-based administrator console at http://localhost or https://localhost. When 

installation is complete, a special CSETray module 's icon will appear in the system 

tray. You may use the tray agent's pop-up menu to launch and stop GateWall 

http://localhost/
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Antispam modules and monitor their status. The agentôs icon will show an 

exclamation mark if any of the applicationôs modules is not running. 

To remove GateWall Antispam, use the ñAdd or Remove Programsò feature in the 

Windows control panel. 

GateWall Antispam Registration 

To register your GateWall Antispam, open the administrator console in your web 

browser application, go to ñGateWall Antispam ï Licensesò and press ñRegister.ò 

Select one of the two options in the registration window (see figure): órequest demo 

keyô or óenter pin code.'  If you enter the pin code, you will receive a valid license key. 

Regardless of the option you select, you will need a live Internet connection over 

HTTPS to register the product. If you are connected to the Internet via an upstream 

proxy server, you can specify server settings in the registration window.  

When you complete the registration process, you can view information on registered 

GateWall Antispam modules and license expiry date in the administrator console. 

Besides, you may use the console to check for GateWall Antispam updates. Update 

request is submitted to the vendorôs website (http://www.entensys.com). If an update 

is available, your GateWall Antispam will not be reinstalled automatically. Only a 

system administrator can reinstall the server application. 

License Policy 

GateWall Antispam includes built-in antivirus modules from Kaspersky Lab and 

Panda Software, as well as the ñCloud Antispamò module. These modules require 

additional licenses to be acquired. To enable a module, register your GateWall 

Antispam using a special pin code. The license for the GateWall Antispam server 

application has no expiry period. 

You can use a full-featured trial version of GateWall Antispam for 30 days. The built-

in antivirus modules also have a 30-day trial period. 

Registered Email Accounts 

The number of email accounts to be filtered by GateWall Antispam depends on the 

productôs license. GateWall Antispam server has no mail accounts of its own ï it 
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receives mail from the Internet, filters messages and forwards them to the mail 

servers specified in the server settings. The list of filtered email addresses will be 

automatically generated during the forwarding process. You can view the list on the 

ñProcessed Addressesò page in ñGateWall Antispamò section. If you have a 10-user 

license, the product will filter spam and complete virus checks only for the first ten 

addresses on the list. You can only place valid email addresses on the Processed 

Addresses list; no additional addresses will be processed. Addresses that are not 

processed are highlighted in red on the list. 

Spam Filtering Methods 

GateWall Antispam supports several spam filtering methods, including DNS filtering 

(DNSBL, RHSBL, Backscatter, MX, SPF, SURBL), online service filtering (ñCloud 

Antispamò) and statistical filtering (Bayesian filtering method designed by Entensys). 

In addition, GateWall Antispam supports SMTP monitoring (ensures the commands 

comply with RFC), allows to set maximum message size, maximum number of 

addressees, etc.  

Spam filtering modules can be configured in a separate directory of the administrator 

console. When installed, GateWall Antispam already lists the most popular servers to 

be scanned for spam. 

GateWall Antispam Quick Setup 

All GateWall Antispam modules will run automatically upon installation. To quickly 

configure the server, complete the following minimum setup: 

¶ Acquire GateWall Antispam license key; 

¶ Create one or more routes for the mail domains to be processed; 

¶ Check DNS settings. 

Note! The default assumption is that your corporate LAN already has a configured 

mail server, and your DNS server has the corresponding MX record. The MX record 

should be linked to the external IP address of the computer where your GateWall 

Antispam server is installed. 

To enable the spam filtering modules to perform properly, the network settings of the 
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computer on which your GateWall Antispam is installed must specify the address of 

the DNS server configured for domain resolution. By default, GateWall Antispam will 

use the DNS server specified in the computerôs network settings. However, you can 

list one or more additional DNS server addresses on the ñGateWall Antispam ï Key 

Settingsò page of the administrator console. 

To create a route, open the ñVirtual SMTP Server ï Routesò page and add one or 

more domains to be processed. Route parameters should specify the domain name 

and IP address and port (e.g. 192.168.0.2:25) of the mail server that processes 

messages from a given domain. 

GateWall Antispam Server Structure 

GateWall Antispam server is a modular server. Each module is designed for a 

specific task. The modules interface via a special coordination module (CSERouter) 

over an RPC protocol. A web server module with XML-RPC support is used for 

administrator interface. The modules and their functions are outlined below. 

Monitoring Agent (CSETray) 

Monitoring Agent allows you to manage (enable, disable and restart) all GateWall 

Antispam modules. You can use shortcut menu to control the agent. GateWall 

Antispam server can be controlled remotely. To enable remote control, enter the IP 

address of the server where CSERouter process is running in the command prompt 

when launching CSETray. Because CSERouter is the main module of GateWall 

Antispam, you will not be able to control the process from CSETray. 

Coordinator (CSERouter) 

Coordinator is the main module of your GateWall Antispam server. CSEProcessor 

enables and disables other server modules, registers the modules and coordinates 

message exchange. Modules exchange messages over the RPC protocol. 

SMTP Client (CSESmtp) 

This module implements SMTP protocol and is used to process incoming mail. SMTP 

Client receives incoming messages, applies certain spam filtering methods (DNSBL, 

RHSBL, SPF, RFC restrictions, Greylisting, Tarpiting, white/black lists) and backs up 

the incoming messages as *.qeml files to the incoming queue folder ñ%GWA 
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%\mail\queue\incò for further processing. A temporary message copy is saved as 

ñ%GWA%\mail\archive\inc\*.qeml.tmpò during backup. 

Message Processing Coordinator (CSETosser) 

This module coordinates message processing. CSETosser scans the outgoing 

message queue ñ%GWA%\mail\queue\outò and generates tasks for CSEProcessor 

module. 

Message Processor (CSEProcessor) 

Features of this module include spam filtering (SURBL, Cloud Antispam), virus 

scanning (Cloud Antispam, Kaspersky, Panda) and message processing with rules 

created by GateWall Antispam administrator. When processed, a message (*.xeml 

file) is placed into the outgoing queue ñ%GWA%\mail\queue\outò or quarantine folder 

ñ%GWA%\mail\quarantineò depending on the processing result. A file with delivery 

status information (*.dlvr) is additionally generated for messages placed into the 

outgoing queue. 

In addition, CSEProcessor gnerates statistics reports on spam messages for each 

processed address. Information on spam messages (date, time, sender address and 

subject) is recorded in statistics files ñ%GWA%\mail\statistics\users\*.stat.ò 

Message Delivery Manager (CSEDM) 

Delivery Manager module (CSEDM) monitors the outgoing queue 

ñ%GWA%\mail\queue\outò and delivers messages across the specified routes. 

Besides, CSEDM monitors folder ñ%GWA%\mail\queue\importò containing messages 

incorrectly identified as spam. 

Messages that cannot be immediately delivered to the addressee are placed in folder 

ñ%GWA%\mail\queue\out\tryò for delivery retry. You can set the number of delivery 

retries and intervals between such retries in Delivery Settings section of ñVirtual 

SMTP Server ï Settingsò page. 

Statistics Module (CSEStat) 

This module records mail processing statistics. All statistical information (date, time, 

source and destination addresses, GateWall Antispam server modules used for 

processing and the processing result) is recorded in the built-in SQLite3 database. 
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Database file is located in %GWA%\mail\statistics\stat.csdb folder. 

IMAP Client (CSEImapC) 

IMAP client manages IMAP folders located on a remote mail server. CSEImapC 

supports MS Exchange 2003 and Lotus Domino R7 and is used to create a special 

IMAP folder structure on a remote mail server and process messages in such folders. 

Scheduler (CSECron) 

The Scheduler module is used to update virus definitions of the antivirus modules 

and distribute GateWall Antispam server statistics. 

Scheduler supports daily, weekly, monthly and custom schedules. CRONTAB line is 

used to create a custom schedule. The line includes six segments divided by spaces 

(or tabs). Each segment sets time as follows: 

(minute:0-59) (hour:0-23) (day:0-31) (month:0-12) (week day:0-6, 0-Sunday) 

Each of the first five segments may have the following settings: 

¶ Asterix (*) sets the full range (from the first to the last element); 

¶ Dash (-) sets a specific range; for example, ñ5-7ò means 5, 6 and 7; 

¶ Lists ï numbers (or range of numbers) divided by commas; for example, 

ñ1,5,10,11ò or ñ1-11,19-23;ò 

¶ Incremented asterix or range is used to set increments in a given range of 

numbers. The increment is set with a slash. For example, ñ2-10/2ò means 

ñ2,4,6,8,10ò, and ñ*/2ò in the ñhoursò segment means ñevery two hours.ò. 

Web Server (CSEHTTP) 

The web server is used to administer GateWall Antispam. 

Web Server API (CSESrvCtrl) 

This module implements API for the XML-RPC interface of the web server 
(CSEHTTP). 

Message Processing 

When processed by GateWall Antispam, messages go through several filtering 

stages, including connection filtering, sender filtering, recipient filtering and content 
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filtering. At the last stage, a message is filtered in accordance with the rules created 

by the administrator. 

Connection Filtering 

Connection filtering flow chart is shown in Fig. 1. When an incoming connection is 

registered on TCP port 25, GateWall Antispam server scans through its global white 

list of IP addresses. The white list is assigned on the ñAntispam ï Black and White 

Listsò page. Each list item may be an IP address (a range of IP addresses), a domain 

name (A-type record) or a name of domain mail exchanger (MX-type record). 

GateWall Antispam server resolves the listed names into corresponding IP addresses 

and generates global lists of resolved and restricted IP addresses. If the incoming 

connection originates from a white list IP address, GateWall Antispam will skip all 

subsequent checks up until the rules created by the administrator and receive the 

message. GateWall Antispam will block connection for IP addresses listed on the 

black list. 

The next step is DNSBL check. If the incoming connection originates from an IP 

address that is on the spam list, GateWall Antispam will reject and close the 

connection and generate a corresponding error message. You can set DNSBL 

parameters on the corresponding page of the administrator console. DNSBL 

parameters include names of DNSBL servers used in the check process and the 

exceptions list. Each exceptions list item may be represented by an IP address, 

domain name or name of mail exchanger. 
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Fig. 1. Connection Filtering 

Sender Filtering 

GateWall Antispam starts sender filtering after the MAIL FROM command has been 

received. If the address in the MAIL FROM command is a blank address (ñ<>ò), 

GateWall Antispam will complete the BackScatter check. This check is used, for 

example, to block ñfakeò information messages, such as delivery failure messages. 

BackScatter settings (ñAntispam ï BackScatterò page) should specify the address of 

the server used for the check and an exceptions list. 

If the MAIL FROM command does not contain a blank address, GateWall Antispam 

server will scan the black and white lists for this address. If the address is found on 

the black list, GateWall Antispam will close the incoming connection and produce a 

corresponding error message. If the address is on the white list, all subsequent 

checks will be skipped. 

The next step is to check if the domain whose address is listed in the MAIL FROM 
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command has an MX (Mail eXchanger) record and a SPF (Sender Policy 

Framework) record. To enable MX record check, go to ñAntispam ï Key Settingsò 

page of the administrator console. SPF check parameters are assigned in the 

Antispam section of the corresponding SPF page. You can set GateWall Antispam to 

respond to the results of MX and SPF checks in the server settings. 

The last step is to complete RHSBL filtering by the domain name listed in the MAIL 

FROM command. If the domain name is found on the spam list, GateWall will close 

the incoming connection and produce a corresponding error message. 
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Fig. 2. Sender Filtering 
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Recipient Filtering 

GateWall Antispam starts recipient filtering after the RCPT TO command has been 

received. The received address is checked against the black and white lists. If the 

destination address is found in the white list, all subsequent checks will be skipped. If 

the address is found on the black list, GateWall Antispam will close the incoming 

connection and produce a corresponding error  message. 

Next, GateWall Antispam checks the availability of the destination address in 

accordance with the set routes (ñVirtual SMTP Server ï Routesò page). To complete 

the check, GateWall Antispam connects to the mail server specified in the route and 

requests the vailability of the recipient by sending the RCPT TO command. If the mail 

server contains no such recipient address, GateWall Antispam will produce a 

corresponding error message. 

For each incoming connection, GateWall Antispam creates a triplet (IP address 

originating the connection, MAIL FROM address and RCPT TO address) and scans 

the internal list of triplets for previous connections. If the received triplet is not found 

in the internal triplet list (i.e. the connection with the given parameters is a new 

connection), GateWall Antispam will produce a temporary error message. This is a 

Greylisting check procedure. You can set the Greylisting parameters in the Antispam 

section of the corresponding Greylisting page. 

GateWall Antispam supports the Tarpitting feature to protect you from address 

matching. The Tarpitting feature ñdelaysò mail server response when a new 

destination address is received in the RCPT TO command. By default, response 

delay will be enabled if more than five destination addresses are received at once. 

You can set the required Tarpitting parameters on the ñAntispam ï Key Settingsò 

page. 
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Fig. 3. Recipient Filtering 

Content Filtering 

GateWall Antispam will start content filtering after the message body has been 

received. The first step is to check MIME headers. If the message delivery route 

specified in the header is longer than the set limit (ñMaximum Forwarding Distanceò 

parameter on ñVirtual SMTP Server ï Settingsò page), GateWall Antispam will block 

the message. Besides, a reply message will be generated at the MIME check step if 

the Autoreply function is enabled. 
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The next step is to check the entire message using an online service (the so-called 

Cloud Antispam). The application sends a unique message hash to a remote server 

using the HTTP POST method. Cloud Antispam requires HTTP to be enabled on the 

computer where GateWall Antispam is installed. Messages identified as spam or 

infected messages (Cloud Antispam also scans messages for viruses) are placed 

into the quarantine folder (%GWA%\mail\quarantine). You can push messages in the 

quarantine folder to their destination addresses. To do so, move the corresponding 

*.xeml file of a message from ñ%GWA%\mail\quarantineò folder to 

ñ%GWA%\mail\importò folder. To push-send a message, use the shortcut menu on 

the ñMonitoringò page. 

Next, GateWall Antispam completes SURBL filtering and statistical check (Bayesian 

filtering). The Bayesian filtering algorithm designed by Entensys allows automatic 

learning using the messages identified by Cloud Antispam as ñclean messages.ò The 

last step includes virus check and message processing using the rules. 
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Fig. 4. Content Filtering 

GateWall Antispam Administrator Console 

Key Settings 

The page contains the following parameters: 

¶ DNS configuration; 

¶ Web interface configuration (administrator log-in and password, time zone); 

¶ IMAP integration mode. 
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The interface and port used for GateWall Antispam web server are assigned during 

installation and can be modified at a later time in the server settings file 

(%GWA%\settings.xml).  

 

 

IMAP integration is used to receive feedback from the mail server users by way of 

processing messages in special IMAP folders. Integration setup process is described 

in a separate section of this Manual. 

License 

The License page features all information on the GateWall Antispam server license 

and additional modules. The page also contains ñRegisterò and ñCheck for updatesò 

buttons. 
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Supported Addresses 

Supported Addresses is the main page listing all Email addresses to which incoming 

mail has been forwarded. The list only includes existing addresses that belong to the 

domain/domains specified in the GateWall Antispam server routes.  



 

 

www.entensys.com 
 

19 

 

 

You can enable or disable spam statistics distribution and filtering mode for each 

supported address. The page also allows you to create statistics distribution 

schedule. 

Virtual SMTP Server 

Settings 

Virtual SMTP Server processes incoming and outgoing mail. SMTP server settings 

include the following parameters: 

¶ GateWall Antispam server domain name, number of and lag between delivery 

retries (ñDelivery Settingsò); 

¶ Delivery mode: MX delivery or delivery via a relay server (ñSMTP Delivery 

Settingsò).  Delivery with relay server authorization is also supported; 

¶ Relay server mode (ñIncoming Relay Settingsò). GateWall Antispam can be used 

as a relay server to forward messages from external domains. If you want your 
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GateWall Antispam to be an open relay server, we recommend  restricting the 

number of IP addresses to which connection will be authorized. You can list the 

authorized IP addresses in the ñSMTP ï Open Serversò section. 

 

Routes 

You will need to create one or more routes with the following parameters: 

¶ Mail domain name (e.g., example.net); 

¶ IP address and port used by the mail server servicing the domain (e.g., 

192.168.0.2:25). 

GateWall Antispam server can work with an unlimited number of mail domains. 

The actual restriction in the number of filtered mail accounts depends on the 

license. 
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Antispam 

Key Settings 

Key settings include the following general check parameters: 

¶ MX record availability check. If enabled, GateWall Antispam will check for MX 

record availability on the domain specified in the MAIL FROM command. 

¶ SMTP check (disconnection on bad command limit). Connection with the client 

sending bad commands will be closed when the number of bad commands 

exceeds the limit. 

¶ Server hello message delay. 

¶ Sender hash validation. The option is used to check the validity of destination 

address when running GateWall Antispam as a relay server. 
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¶ Verification of host name received in HELO command (ñCheck host on HELOò). 

Host name should be represented by a domain name. 

¶ Tarpitting mode (delay in server response when receiving a new address in RCPT 

TO command). Tarpitting makes destination address scanning a more time-

consuming process. 

 

SPF Settings 

SPF (Sender Policy Framework) is a method used to verify senderôs domain name 

that is based on special DNS records (TXT type). These records indicate which hosts 

on the Internet can send messages on behalf of the domain. To set GateWall 

Antispam to respond to SPF check results, use the reject parameter in the server 

settings file (%GWA%\settings.xml): 

<spfcheck enabled="false" reject="Soft Fail;Hard Fail;Error"/> 
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DNSBL Settings 

Use DSNBL Settings page to create a list of servers to be used for DNSBL (DNS 

Black Lists) and RHSBL (Right Hand Side Block Lists) checks. DNSBL check verifies 

the IP address originating a connection, while RHSBL check verifies the domain 

name specified in MAIL FROM command. 
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Greylisting 

Greylisting is a spam filtering method that consists in blocking the initial attempt to 

receive a new message. GateWall Antispam generates a list of triplets including the 

IP address originating a connection, the address received in MAIL FROM command 

and the address specified in RCPT TO command. A message is qualified as new 

mail if its triplet has never been received before. The message is blocked, and a 

ñtemporary errorò notice is sent. When a senderôs server receives a ñtemporary errorò 

notice, it is supposed to retry sending the message later. Greylisting settings specify 

triplet storage time and exceptions lists. 


