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Introduction

GateWall Antispam is a powerful mail gateway solution with integrated spam filtering

and antivirus modules. In addition to filtering, GateWall Antispam features message

backup, rulessbased message processing and faut oma
from multiple modules, which makes it more failsafe and allows running the server on

a distributed system. GateWall Antispam supports all the leading spam filtering
technologies and features Cloud Antispam and Bayesian statistical spam filtering

solution designed by Entensys.

System Requirements

We recommend installing GateWall Antispam on servers running MS Windows
XP/2003/Vista/7/2008 with a live Internet connection. The minimum recommended
RAM is 512 MB for systems running Windows XP and 1 GB for servers with Windows
Vista or later versions. Free disk space requirements are subject to the message
backup file size requirements. The application will need some 40 MB of free disk
space for installation.

GateWall Antispam Installation and Removal

To install GateWall Antispam, run the setup file and follow the installation wizard's
instructions. The installation wizard will prompt you to specify the GateWall Antispam

admi ni st rirg passwdrdsand Emngil address and select network interfaces for

SMTP, HTTP and HTTPS servers. By default, (
monitor all network interfaces available to the server. GateWall Antispam will install

all the required components automatically and launch the services immediately upon
installation. The def aul t i ns t\Emtersys\C 5 B o f o
(further referred to as %GWA%).

Before you install the application, make sure the required server ports (TCP 25, TCP
80 and TCP 443) are not assigned to other applications or services and connection
to the port is allowed by the firewall. GateWall Antispam server is administered from
a web-based administrator console at http://localhost or https://localhost. When
installation is complete, a special CSETray module 's icon will appear in the system
tray. You may use the tray agent's pop-up menu to launch and stop GateWall
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Antispam modules and monitor their status. The agent 6 s i con wi ||
excl amation mark i f any of the applicationd
To remove Gat e Wa | | Anti spam, use the AAdd or R ¢

Windows control panel.

GateWall Antispam Registration

To register your GateWall Antispam, open the administrator console in your web

br owser application, gioL itcoe nfs@astoe Waan d  pArnet si ss
Select one of the two options in the regis
keyd6 or Oenter pi npirccode,egau'wil redeife ayatidilicersa keg r t h e
Regardless of the option you select, you will need a live Internet connection over

HTTPS to register the product. If you are connected to the Internet via an upstream

proxy server, you can specify server settings in the registration window.

When you complete the registration process, you can view information on registered
GateWall Antispam modules and license expiry date in the administrator console.
Besides, you may use the console to check for GateWall Antispam updates. Update
request is submitted to t edensysscony.dfarbupdateve b s i t
is available, your GateWall Antispam will not be reinstalled automatically. Only a

system administrator can reinstall the server application.

License Policy

GateWall Antispam includes built-in antivirus modules from Kaspersky Lab and
Panda Softwar e, as well as the ACIoud Anti
additional licenses to be acquired. To enable a module, register your GateWall
Antispam using a special pin code. The license for the GateWall Antispam server

application has no expiry period.

You can use a full-featured trial version of GateWall Antispam for 30 days. The built-

in antivirus modules also have a 30-day trial period.

Registered Email Accounts
The number of email accounts to be filtered by GateWall Antispam depends on the

productods | icense. Gat eWal | Anti spamiitser ve
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receives mail from the Internet, filters messages and forwards them to the mail

servers specified in the server settings. The list of filtered email addresses will be
automatically generated during the forwarding process. You can view the list on the
AProcessed Addresseso page in AGat e Waerl An
license, the product will filter spam and complete virus checks only for the first ten
addresses on the list. You can only place valid email addresses on the Processed
Addresses list; no additional addresses will be processed. Addresses that are not
processed are highlighted in red on the list.

Spam Filtering Methods

GateWall Antispam supports several spam filtering methods, including DNS filtering
(DNSBL, RHSBL, Backscatter, MX, SPF, SURBL
Anti spamo) and st adan Slteringcneethod fesignedeby Entegsys). Ba y e
In addition, GateWall Antispam supports SMTP monitoring (ensures the commands

comply with RFC), allows to set maximum message size, maximum number of

addressees, etc.

Spam filtering modules can be configured in a separate directory of the administrator
console. When installed, GateWall Antispam already lists the most popular servers to

be scanned for spam.

GateWall Antispam Quick Setup
All GateWall Antispam modules will run automatically upon installation. To quickly

configure the server, complete the following minimum setup:

1 Acquire GateWall Antispam license key;
71 Create one or more routes for the mail domains to be processed;
1 Check DNS settings.

Note! The default assumption is that your corporate LAN already has a configured
mail server, and your DNS server has the corresponding MX record. The MX record
should be linked to the external IP address of the computer where your GateWall

Antispam server is installed.

To enable the spam filtering modules to perform properly, the network settings of the
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computer on which your GateWall Antispam is installed must specify the address of
the DNS server configured for domain resolution. By default, GateWall Antispam will
use the DNS server specif i atadgs.iHowevertywu cao mp ut
|l i st one or more additional DNS serivkey add

Settingso page of the administrator consol e

To create a rout e, 0 p e ni Rohuet efs\W0i rptaugael aSnMIT Pa
more domains to be processed. Route parameters should specify the domain name
and IP address and port (e.g. 192.168.0.2:25) of the mail server that processes

messages from a given domain.

GateWall Antispam Server Structure

GateWall Antispam server is a modular server. Each module is designed for a
specific task. The modules interface via a special coordination module (CSERouter)
over an RPC protocol. A web server module with XML-RPC support is used for

administrator interface. The modules and their functions are outlined below.

Monitoring Agent (CSETray)
Monitoring Agent allows you to manage (enable, disable and restart) all GateWall

Antispam modules. You can use shortcut menu to control the agent. GateWall
Antispam server can be controlled remotely. To enable remote control, enter the IP
address of the server where CSERouter process is running in the command prompt
when launching CSETray. Because CSERouter is the main module of GateWall

Antispam, you will not be able to control the process from CSETray.

Coordinator (CSERouter)
Coordinator is the main module of your GateWall Antispam server. CSEProcessor

enables and disables other server modules, registers the modules and coordinates
message exchange. Modules exchange messages over the RPC protocol.

SMTP Client (CSESmtp)
This module implements SMTP protocol and is used to process incoming mail. SMTP

Client receives incoming messages, applies certain spam filtering methods (DNSBL,
RHSBL, SPF, RFC restrictions, Greylisting, Tarpiting, white/black lists) and backs up

the incoming messages a s * . ge ml files t o t he I ncomi
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%\mail\queue\i nco f or further processing. A temp

i %G WA®@il\archivelinc\’* . geml . t mpo during backup.

Message Processing Coordinator (CSETosser)
This module coordinates message processing. CSETosser scans the outgoing

message queuétmalfgleEWAI% 0 and generates tasks

module.

Message Processor (CSEProcessor)
Features of this module include spam filtering (SURBL, Cloud Antispam), virus

scanning (Cloud Antispam, Kaspersky, Panda) and message processing with rules

created by GateWall Antispam administrator. When processed, a message (*.xeml|
file) is placed into t\rhad\gueue\d god ngr qqg e a e a i Lol
A %GWA®R@RINguar ant i neo the pazessing negult. @ rile with delivery

status information (*.dlvr) is additionally generated for messages placed into the

outgoing queue.

In addition, CSEProcessor gnerates statistics reports on spam messages for each
processed address. Information on spam messages (date, time, sender address and

subject) is recorded \malstatistiestusers\t i ssafi bes A Y

Message Delivery Manager (CSEDM)
Delivery Manager module (CSEDM) monitors the outgoing queue

A %G WA®@il\queue\o ut 0 and dsealgas vaeross themspecified routes.
Besides, CSEDM moni t\mal\gueu\lo mper t @& %GowWAai ni ng

incorrectly identified as spam.

Messages that cannot be immediately delivered to the addressee are placed in folder
A %G WA®@il\queue\lout\t r fprodelivery retry. You can set the number of delivery
retries and intervals between such retries:s

SMTP Serveri Settingso page.

Statistics Module (CSEStat)
This module records mail processing statistics. All statistical information (date, time,

source and destination addresses, GateWall Antispam server modules used for

processing and the processing result) is recorded in the built-in SQLite3 database.

www.entensys.com

cl



| gatewall

ANTISPAM

Database file is located in 0GW A% \mail\statistics\stat.csdb folder.

IMAP Client (CSEImapC)
IMAP client manages IMAP folders located on a remote mail server. CSEImapC

supports MS Exchange 2003 and Lotus Domino R7 and is used to create a special

IMAP folder structure on a remote mail server and process messages in such folders.

Scheduler (CSECron)
The Scheduler module is used to update virus definitions of the antivirus modules

and distribute GateWall Antispam server statistics.

Scheduler supports daily, weekly, monthly and custom schedules. CRONTAB line is
used to create a custom schedule. The line includes six segments divided by spaces

(or tabs). Each segment sets time as follows:
(minute:0-59) (hour:0-23) (day:0-31) (month:0-12) (week day:0-6, 0-Sunday)
Each of the first five segments may have the following settings:

1 Asterix (*) sets the full range (from the first to the last element);

q§ Dash(-) sets a specific-7roamgea;nsf &r, e&x amgl &,

¢ Lists T numbers (or range of numbers) divided by commas; for example,
Al, 5, 10 -11,19¢23; oor il

1 Incremented asterix or range is used to set increments in a given range of

numbers. The increment is set with a slash. For exdmpRe,

me 2 n ¢

n2,4, 6,8, 100, and A*/ 20 in the Ahourso s

Web Server (CSEHTTP)
The web server is used to administer GateWall Antispam.

Web Server API (CSESrvCtrl)

This module implements API for the XML-RPC interface of the web server
(CSEHTTP).

Message Processing
When processed by GateWall Antispam, messages go through several filtering

stages, including connection filtering, sender filtering, recipient filtering and content
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filtering. At the last stage, a message is filtered in accordance with the rules created

by the administrator.

Connection Filtering

Connection filtering flow chart is shown in Fig. 1. When an incoming connection is
registered on TCP port 25, GateWall Antispam server scans through its global white

l'i st of | P addresses. The whi i Black angWhitei s as
Li stso page. Each |l ist 1 tem may sds)eadamminl P ac
name (A-type record) or a name of domain mail exchanger (MX-type record).
GateWall Antispam server resolves the listed names into corresponding IP addresses

and generates global lists of resolved and restricted IP addresses. If the incoming
connection originates from a white list IP address, GateWall Antispam will skip all
subsequent checks up until the rules created by the administrator and receive the
message. GateWall Antispam will block connection for IP addresses listed on the

black list.

The next step is DNSBL check. If the incoming connection originates from an IP
address that is on the spam list, GateWall Antispam will reject and close the
connection and generate a corresponding error message. You can set DNSBL
parameters on the corresponding page of the administrator console. DNSBL
parameters include names of DNSBL servers used in the check process and the
exceptions list. Each exceptions list item may be represented by an IP address,

domain name or name of mail exchanger.

www.entensys.com

cl

10



| gatewall

ANTISPAM

Incoming TCP connection

.

A 4

IP-address
isin WL?

White list (WL)
check

»() skip all checks

A 4

Black list (BL)
check

IP-address
isin BL?

Reject and close
connection

CONNECTION FILTERING

DNS BL
check

IP-address
is blocked?

Reject and close
connection

Fig. 1. Connection Filtering

Sender Filtering

GateWall Antispam starts sender filtering after the MAIL FROM command has been
recei ved. | f the address in the MAIL FROM
GateWall Antispam will complete the BackScatter check. This check is used, for
exampl e, to block Afakeo information messa
BackScatter setitBancgksS c(aftAtnetrios ppaamge) shoul d s

the server used for the check and an exceptions list.

If the MAIL FROM command does not contain a blank address, GateWall Antispam
server will scan the black and white lists for this address. If the address is found on
the black list, GateWall Antispam will close the incoming connection and produce a
corresponding error message. If the address is on the white list, all subsequent

checks will be skipped.

The next step is to check if the domain whose address is listed in the MAIL FROM

www.entensys.com
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command has an MX (Mail eXchanger) record and a SPF (Sender Policy
Framewor k) record. To enable MKKegpc&etdtiche
page of the administrator console. SPF check parameters are assigned in the
Antispam section of the corresponding SPF page. You can set GateWall Antispam to

respond to the results of MX and SPF checks in the server settings.

The last step is to complete RHSBL filtering by the domain name listed in the MAIL
FROM command. If the domain name is found on the spam list, GateWall will close

the incoming connection and produce a corresponding error message.

O =2

Backscatter
check

IP-address
blocked?
N

MAIL FROM

Reject and close
connection

Sender white
list (WL)
check

. Skip all checks

A 4

Sender black
list (BL)
check

|

MX check

Reject and close
connection

SENDER FILTERING

Reject or send
ERROR

A 4

A 4

Reject or send

SPF check ERROR

A 4

Reject and close

RHSBL check connection

Fig. 2. Sender Filtering
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Recipient Filtering

GateWall Antispam starts recipient filtering after the RCPT TO command has been
received. The received address is checked against the black and white lists. If the
destination address is found in the white list, all subsequent checks will be skipped. If
the address is found on the black list, GateWall Antispam will close the incoming

connection and produce a corresponding error message.

Next, GateWall Antispam checks the availability of the destination address in
accordance with the set i RoueesbdinpPrargel
the check, GateWall Antispam connects to the mail server specified in the route and
requests the vailability of the recipient by sending the RCPT TO command. If the mail
server contains no such recipient address, GateWall Antispam will produce a

corresponding error message.

For each incoming connection, GateWall Antispam creates a triplet (IP address
originating the connection, MAIL FROM address and RCPT TO address) and scans
the internal list of triplets for previous connections. If the received triplet is not found
in the internal triplet list (i.e. the connection with the given parameters is a new
connection), GateWall Antispam will produce a temporary error message. This is a
Greylisting check procedure. You can set the Greylisting parameters in the Antispam

section of the corresponding Greylisting page.

GateWall Antispam supports the Tarpitting feature to protect you from address

al

T8I

mat chi ng. The Tarpitting feature Adel ayso

destination address is received in the RCPT TO command. By default, response

delay will be enabled if more than five destination addresses are received at once.

You can set the required TarpiitKey gSetatriamg

page.
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O 3

RCPT TO

A 4

Recipient
white list (WL)
check

Recipient

isin WL?

A 4

Recipient
black list (BL)
check

»() skip all checks

Recipient
isin BL?

Reject and close
connection

A 4

RECIPIENT FILTERING

Check
Recipient

Recipient
present?

Send ERROR

4

Greylisting

Tarpiting

Fig. 3. Recipient Filtering

Content Filtering

GateWall Antispam will start content filtering after the message body has been

received. The first step is to check MIME headers. If the message delivery route

specified in the

par ameter

header i s

OMITP Sewerii Se alt i 8gs o

l onger

page),

t han t
Gat eWal

the message. Besides, a reply message will be generated at the MIME check step if

the Autoreply function is enabled.
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The next step is to check the entire message using an online service (the so-called
Cloud Antispam). The application sends a unique message hash to a remote server
using the HTTP POST method. Cloud Antispam requires HTTP to be enabled on the
computer where GateWall Antispam is installed. Messages identified as spam or
infected messages (Cloud Antispam also scans messages for viruses) are placed
into the quarantine folder (%GWA%\mail\quarantine). You can push messages in the
quarantine folder to their destination addresses. To do so, move the corresponding
*xeml file of a message from A %GWA®@IN\guar anti neo

n%GWA®@Ni mport o f ol-sredra.mes3age, ysalthehshortcut menu on

the fiMonitoringo page.

Next, GateWall Antispam completes SURBL filtering and statistical check (Bayesian
filtering). The Bayesian filtering algorithm designed by Entensys allows automatic
| earning using the messages identified

last step includes virus check and message processing using the rules.
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O 4

Check MIME
Header (hop-
count)

Reject and close
connection

N

N .
. Default action
Cloud Antispam @ (Quarantine)
Y H

|

Default action

SUIREL (Quarantine)

|

'E :

Y. H

Bayesian ’ N Default action
Y :

CONTENT FILTERING

Filtering (Quarantine)

o N Default action
Antivirus @ (Quarantine)
Y H

RULES 4>O Delivery Queue

Fig. 4. Content Filtering

GateWall Antispam Administrator Console

Key Settings
The page contains the following parameters:

1 DNS configuration;
1 Web interface configuration (administrator log-in and password, time zone);

1 IMAP integration mode.
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The interface and port used for GateWall Antispam web server are assigned during
installation and can be modified at a later time in the server settings file
(GWA%\settings.xml).

GakeWall Antispam

€« C | % htp//192.188.0,20:8080/antspam/ » O~ F-
I gatewall .
" Help | =5 EN | L Iy
| | Antispam Helo | 1555 E1 | Loaou
= I;“‘GmEWa\I Antisparmn GateWall Antispam — General settings
I%General zettings
@LICEHSES DNS settings List of DNS-servers
[Eantaiboxes (&) Use system DNS servers @ Add [ZEdit 3§ Remove

E‘®-SMTP virtusl server (O Use DMS-servers fram list

L\@Seﬂlngs Server address
bﬁoutes .
B%Arﬂispam Web-access settings
EaGeneral seftings Authertication:
[ SPF seftings )
i : English
I DNSEL settings Dafault interface language gl
¥ Greyiist settings Timezone: Asia/ Novosibirsk
E5UREL settings
[ Cloud artisgsam Integration with IMAP-server
) Black and'iwhite lists
haackscaﬁer Lsg IMAP server Disabled
) integration:
% Bavyes fiter
94 Antiviruses Server hostname: Enter value
W aspersky av TMaR folder: Enter value
Ty
o Panda &4
bl Authentication:
I%{Message rules
'%Archive settings |Chack IMAP settings
3- Autoreply
=] I%Muniluring
(Ehail activity

IMAP integration is used to receive feedback from the mail server users by way of
processing messages in special IMAP folders. Integration setup process is described

in a separate section of this Manual.

License
The License page features all information on the GateWall Antispam server license
and additional modules. Thepage al so contains fARegisterao

buttons.

www.entensys.com
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Gatetwall Antispam

=] I*““GﬁeWa\l Artispam
I%General settings
@Licenses
EMailkcxes
=2 @ SMTP virtual server
(\@Seﬂinm
&Houtes
=2 % Artispam
%General setlings
[ SPF settings
I DNSBL settings
h Greyist settings
@45URBL settings
' ECloud antispam
[ Black and uhite lists
ﬁﬁackscaﬁer
% Bayes fitter
= J%Arﬂiviruses
K Kazpersky A\
3 Pands &Y
I%Message rules
%Archlve settings
& Autoreply
= I%Monnorlng
@Mall activity

< C | ¥ htip://192.168.0,20:3080/antspam/
I gatevvall
Antispam

GateWall Antispam — Licenses
Support | Help | bt fentensys.comy/support/forirm

Gatewall Antispam
Warsion: 1.0,2288,10924

Gatewall License Register product |
Reqgistered

Expiration date: 2011407 /22
Registered: 25 digdfg
Kaspersky AV

Registered

Expiration date: 201107 /22
PandaAv

Registered

Expiration date: 2011/07/22
Cloud antispam
Registered

Expiration date: 2011/07/22

© 2010 Entensys Corparation www enfensys.com

New version avalable

‘ Check registration

Supported Addresses

Supported Addresses is the main page listing all Email addresses to which incoming

mail has been forwarded. The list only includes existing addresses that belong to the

domain/domains specified in the GateWall Antispam server routes.
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= I%Monnorlng

Gatetwall Antispam
= C | ¢ hip//192.168.0,20:8080/antdspam/ > OG- K~
I gatewall
" Help | &5 EN | L Iy
Antispam i
= I*““GﬁeWa\l Artispam GateWall Antispam — Mailboxes
I%General settings
@Licenses E-mail adresses SPAM reports
Eamaiboares @ s e Femnee et Bimport (3 Export Send reports: Enabled
=2 @ SMTP virtual server scheduler
(\@Seﬂinm o e-mail
laiRoutes phil@ezafeline.net @ @ Daily Every day at 1300 v
SIS Antispam nginx@esafsine net @ O Wieekly
EaGeneral settings O Monthly
Ly SPF settings | If turned on user receives regular reparts ‘
I DNSBL settings
h Greyist settings
@45URBL settings

& Cloud antispam

[ Black and uhite lists

ﬁﬁackscaﬁer

% Bayes fitter

= ‘%Amiviruses

K Kazpersky A\

3 Pands &Y
I%Message rules
%Archlve settings
& Autoreply

@Mall activity

Guick search e-mail: 2, e-mail: 2

You can enable or disable spam statistics distribution and filtering mode for each

supported address. The page also allows you to create statistics distribution

schedule.

Virtual SMTP Server

Settings

Virtual SMTP Server processes incoming and outgoing mail. SMTP server settings

include the following parameters:

1 GateWall Antispam server domain name, number of and lag between delivery
retries (ADelivery Settingso);
1 Delivery mode: MX delivery or delivery via a relay se
Settingso). Delivery with relay server a
1 Relay servermode ( Al ncomi ng Rel ay Settingso). Gat
as a relay server to forward messages from external domains. If you want your
www.entensys.com &
= 4
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GateWall Antispam to be an open relay server, we recommend restricting the
number of IP addresses to which connection will be authorized. You can list the
authorized I P addi®peasSenveheonSBMTPIi on.

GakeWall Antispam

€« C % htip://192.168.0,20:8000/antspam > G- &~
I gatewall
- Help | BS EN | Logout
Antispam el | 55 En |
=] I;“‘GmEWa\I Artispam SMTP virtual server — Settings
I%General zettings
@Licenses Delivery settings Incoming relay settings
[Eamailboxes MNumber of thies: 84 Use incoming relay: Disabled
(A2 SMTP wirtual server .
®- — Server hostnarme: mx1.esafeline.net Authentication:
ings
hﬁoutes Pause between tries (in 7200 SMTP servers without authorization
minutes):
=& Antispam — N
A Al |ge] Edlit R
&General zettings @ L‘ J‘ s
%SPF seftings SMTP delivery settings ¥ Server addreszes
DMSBL setti
@ SeHingE Lse SMTP-relay: Disabled
3 Greylist settings
B45UREL settings Hostname and port: Enter value
[ Cloud srtisgrsm Authentication:
[ Black and White lists
5 Backscatter )
% Bayes fiter Other settings
2% Antiviruses Maximumn recipients in 10
WS Kaapersky &Y batch:
s
- w2 Panda A4 Maximum redirect depth; 20 2
Message rules i1 4 Page 1 ot L | Mo data to display
. N Maximurn rmessage size 41943040
'%Archlve seftings [
& Autareply
=B Montoring Delivery expiration time; 10080
@Mail activity wiite delivery log: Enabled
Servar address and port for hostname.com:8080
SPAM messages:

Routes
You will need to create one or more routes with the following parameters:

1 Mail domain name (e.g., example.net);

9 IP address and port used by the mail server servicing the domain (e.g.,
192.168.0.2:25).

GateWall Antispam server can work with an unlimited number of mail domains.
The actual restriction in the number of filtered mail accounts depends on the

license.

www.entensys.com
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Gatetwall Antispam

= C | ¢ hip//192.168.0,20:8080/antdspam/ > OG- K~
I gatevvall

Antispam

2 I*““GﬁeWa\l Artispam SMTP virtual server — Routes
I%General settings
@Licenses () Add El Edt & Remave
EMailkcxes
=2 @ SMTP virtual server
(\@Seﬂinm esafeline.net 192.165.0.32
&Houtes
=2 % Artispam
%General setlings
[ SPF settings
I DNSBL settings
h Greyist settings
@45URBL settings
& Cloud antispam
[ Black and uhite lists
ﬁﬁackscaﬁer
% Bayes fitter
= ‘%Amiviruses
K Kazpersky A\
3 Pands &Y
I%Message rules
%Archlve settings
& Autoreply
= I%Monnorlng
@Mall activity

«#  Domain name Hostname and port

Antispam
Key Settings
Key settings include the following general check parameters:

1 MX record availability check. If enabled, GateWall Antispam will check for MX

record availability on the domain specified in the MAIL FROM command.

1 SMTP check (disconnection on bad command limit). Connection with the client
sending bad commands will be closed when the number of bad commands

exceeds the limit.
1 Server hello message delay.

1 Sender hash validation. The option is used to check the validity of destination

address when running GateWall Antispam as a relay server.
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T Veri ficati on of host name recei ved i n HEL

Host name should be represented by a domain name.

1 Tarpitting mode (delay in server response when receiving a new address in RCPT
TO command). Tarpitting makes destination address scanning a more time-

consuming process.

Gatetwall Antispam

L) C' | %% hitfp://192.168.0.20:5080/antspam » O~ S~
Il =
[y gatempaalr! Help | 5 EN | Logout

B&Gﬁe\/\l’a\l Artispam Antispam — General settings

I%General settings

[ Cloud antispam
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RFC restrictions

Disconnect invalid disnts:  Enabled

ﬁﬁackscaﬁer . . )
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i before disconnect:
=] ‘%Amlwruses
K Kazpersky A
v Panda A% General settings
Efimessae ruies Bounce address tag Disabled
Gy archive settings walidation:
B Autoreply Check host when HELC:  Disabled
= [EaManitaring
(EMail activity HELC delay: 100
Tarpitting
Tarpit count: 5
Tarpit delay: 3000

{Licenzes Mx-check MX-exceptions
EMsiboxes Use M¥-check: Disabled @ sdd [JEdt g Remove
B@SMTP wirtual server Statisti
5 Settings atistics «# Server addresses
mﬂoutes Mame Yalue
=2 %_Arﬂispam Total meszage 23
&General settings Cancel messages 23
%SPF settings SPAM messages 0
I DNSBL settings
HE Greyist settings
(@4 5URBL settings

0| Page 1 of1

L '} @ Mo data to display

SPF Settings

SPF (Sender Policy Framework) is a method used to verify s ender 6 s

that is based on special DNS records (TXT type). These records indicate which hosts

on the Internet can send messages on behalf of the domain. To set GateWall

Antispam to respond to SPF check results, use the reject parameter in the server

settings file (%0GWA%\settings.xml):

<spfcheck enabled="false" reject="Soft Fail;Hard Fail;Error"/>

domai
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Gatetwall Antispam
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I gatevvall

Antispam

2 I*““GﬁeWa\l Artispam Antispam — 5PF settings
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DNSBL Settings

Use DSNBL Settings page to create a list of servers to be used for DNSBL (DNS
Black Lists) and RHSBL (Right Hand Side Block Lists) checks. DNSBL check verifies
the IP address originating a connection, while RHSBL check verifies the domain

name specified in MAIL FROM command.
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Greylisting

Greylisting is a spam filtering method that consists in blocking the initial attempt to
receive a new message. GateWall Antispam generates a list of triplets including the
IP address originating a connection, the address received in MAIL FROM command
and the address specified in RCPT TO command. A message is qualified as new
mail if its triplet has never been received before. The message is blocked, and a
Atemporary erroro notice is sent. When
notice, it is supposed to retry sending the message later. Greylisting settings specify

triplet storage time and exceptions lists.
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